“=\ South Central Recelied & iepested

EE

é:jf COMMUNICATIONS -~ MARO§2uid
T FCC Mail Room
February 27, 2012
Via ECFS

Marlene H. Dortch, Secretary

Office of the Secretary, Federal Communications Commission

445 12" Street, SW, Suite TW-A325

Washington, DC 20554

RE: CPNI Certification and Statement Filing

Dear Ms. Dortch:

Pursuant to Section 64.2009(e) of the Commission’s Rules, I hereby submit the attached
annual Customer Proprietary Network Information Certificate and accompanying
statement on behalf of South Central Communications Telecom Services.

Should you have any questions or need further information, please contact me.

Sincerely,

Michael R. Eas
CEO
South Central Communications

cc: (2) copies, US mail to Federal Communications Commission, Enforcement
Bureau, Telecommunications Consumers Division, 445 12th Street, SW,
Washington, DC 20554
Best Copy and Printing, Inc. via email to FCC@BCPIWEB.COM
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files containing CPNI.

17. The Company may permit its customers to establish online accounts, but must require an
appropriate password to be furnished by the customer before he or she can access any CPNI in his or
her online account. Passwords may NOT be based upon readily obtainable biographical information
(e.g., the customer’s name, mother’s maiden name, social security number or date of birth) or account
information (e.g., the customer’s telephone number or address).

18. Customers may obtain an initial or replacement password: (i) if they come in person to the
Company’s business office, produce a driver’s license, passport or other government-issued
identification verifying their identity, and correctly answer certain questions regarding their service
and address; or (ii) if they call a specified Company telephone number from their telephone number of
record, and then wait at that number until a Company representative calls them back and obtains
correct answers to certain questions regarding their service and address.

19. The Company will notify customers immediately of certain changes in their accounts that may
affect privacy or security matters.

a. The types of changes that require immediate notification include: (a) change or request for
change of the customer’s password; (b) change or request for change of the customer’s address of
record; (c) change or request for change of any significant element of the customer’s online
account; and (d) a change or request for change to the customer’s responses with respect to the
back-up means of authentication for lost or forgotten passwords.

b. The notice may be provided by: (a) a Company call or voicemail to the customer’s telephone
number of record; (b) a Company text message to the customer’s telephone number of record; or
(c) a written notice mailed to the customer’s address of record (to the customer’s prior address of
record if the change includes a change in the customer’s address of record).

c. The notice must identify only the general type of change and must not reveal the changed
information.

d. The Company employee or agent sending the notice must prepare and furnish to the CPNI
Compliance Officer a memorandum containing: (a) the name, address of record, and telephone
number of record of the customer notified; (b) a copy or the exact wording of the text message,
written notice, telephone message or voicemail message comprising the notice; and (c) the date
and time that the notice was sent.

20. The Company must provide an initial notice to law enforcement and a subsequent notice to the
customer if a security breach results in the disclosure of the customer’s CPNI to a third party without
the customer’s authorization.

a. As soon as practicable (and in no event more than seven (7) days) after the Company discovers
that a person (without authorization or exceeding authorization) has intentionally gained access to,
used or disclosed CPNI, the Company must provide electronic notification of such breach to the
United States Secret Service and to the Federal Bureau of Investigation via a central reporting
facility accessed through a link maintained by the FCC at http://www.fcc.gov/eb/cpni.

2]1. The Company will provide customers with access to CPNI at its retail locations if the customer
presents a valid photo ID and the valid photo ID matches the name on the account.
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